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About AusCERT

 AusCERT is an operational cyber emergency response team based at
the University of Queensland

* Helping organisations prevent, detect, respond to and mitigate cyber
and Internet based attacks since 1993

* Independent and impartial
e Self-funded and not-for-profit

* National focus across government, education, research and industry
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Presenter
Presentation Notes
Tell story of AusCERT’s origin (NASA launch abort)


ISAC: Information Sharing &
Analytics Centre

Share today, Save (omorrow
© Nick Soysa, AusCERT Senior Information Security Analyst
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Presenter
Presentation Notes
When I hear some of these phrases like “cyber security” all I can conjure up is images of computer screens showing lines of meaningless code, ones and zeros and humans behind silly masks…
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Presenter
Presentation Notes
And just for the record, the only correct use of the word cyber is when referring to the Cybermen…. But I do acknowledge the term is now mainstream and cyber security means what I call “Information Security”.


What we’re all doing (hopefully):

* Your own security framework, for your environment

e Participate in your cybersecurity community of
practice (eg QUDIT)

* QUDIT 10 ten initiatives
e ..because you can’t go it alone!

H VERSITY e 2 .
OF QUEENSLAND v& ‘ AJSCERT
W AUSTRALIA % :


Presenter
Presentation Notes
So “Offensive cyber security”. Governments do this:


Why an ISAC?

* Most organisations engage in threat intelligence sharing in an
informal and unstructured manner

e Sharing channels: mail notifications, chat, phone, social media
e Sharing delay

e Persistent record of information (! Chat)

e Difficulty interpreting and actioning threat indicators
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ISAC Functions

e Information Sharing and Analytics Centre

e Curation of data
e Support industry standard data formats (e.g. STIX, ...)

THE UNIVERSITY . ,
@ OF QUEENSLAND 'Lf ‘ AJSCERT
< F—

AAAAAAAAAA



Sharing modes

e Human consumption e Machine consumption

e Context important; bit more effort e Context not important
populating events

Export in widely supported

e Ability to visualise relationships automation standards important
e Ability to interpret indicators, e Careful curation absolutely
detect and report false positives important (~0 false positives)

e Testing important
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Introduction to MISP

* Free and Open Source threat intel sharing platform
e Developed and maintained by CERT Luxembourg

e Used by world recognised agencies: NSA, ....

* Ongoing integration with multiple security vendors and tools SIEMs,
IDS, Mail filters, etc
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MISP: Welcome Page

o)

MISP

Threat Sharing
Login

Email Password
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MISP: Home page

Add Event

Import From MISP Export

List Attributes

Search Altributes

v Proposals

Events with proposals

Export

Automation

Events

Q
Published

v

w

My Events

Org

Org Events

Owner Org

1856

1857

1855

1854

1846

1842

1843

1845

1844

Clusters.

Tool:
Emotet Q

Tool:
Emotet Q

Ransomware:

Locky Q

Ransomware:

Locky Q

Ransomware:

Locky Q

Ransomware:

Locky Q

Ransomware:

Relevant Galaxy Cluster

classification="malware™

malware_classification:malware-
category="Spyware™

brand:go_via

classification="malware™

malware_classification:malware-
category="Spyware"
brand:telstra

malware_classification:malware-

category="Trojan’

circl, lent-
classification="malwa

malware_classification:malware-

category="Trojan'

circl:incident-
classification="malware™

circl:incident-
classification="malware™

malware_classification:malware-

category="Ransomware

malware_classification:malware-

category="Ransomware"

cirel lent-
classification="malware™

malware_classification:malware-
category="Ransomware"

tip:green 90 6

Relevant tags. Useful for

filtering events (e.g. brand

tag)

Severity level. Also useful
for filtering (e.g. High
severity threats).

#Attr.  #Corm. #Sightings Email

admin@admin.test

admin@admin test

peter@auscert.org.au

peter@auscert.org.au

admin@admin test

admin@admin test

admin@admin.test

admin@admin.test

admin@admin test

admin@admin test

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-08-25

2017-08-21

2017-09-21

2017-08-21

2017-08-21

2017-08-21

Threat Level

High

High

Medium

Medium

High

Medium

High

High

High

High

Analysis

Completed

Completed

Completed

Completed

Completed

Completed

Completed

Completed

Completed

Completed

2017-09-25 Malspam - Malware - Spyware (Emotet) - "Download your go via tax invoice statement now™

2017-09-25 Malspam - Malware - Spyware (Emotet) - "Telstra Bill - Arrival Notification”

2017-09-25 Malspam - Malware - Trojan

2017-09-25 Malspam - Malware - Trojan - RE: 17AP0267-0269 DOC

2017-09-25 Malspam - Malware - Ransomware (Locky) - "Your Invoice # 115266"

2017-09-21 Malspam - Malware - - AusPost - "Australia Post Delivery Notification”

2017-09-21 Malspam - Malware - Ransomware (Locky) - "msg0820_Asierisk-11461465201-234142299-
114614682011-3097.72"

2017-09-21 Malspam - Malware - Ransomware (Locky) - "Your Payment # 7631"

2017-09-21 Malspam - Malware - Ransomware (Locky) - "Status of invoice A2173311-08"

2017-09-21 Malspam - Malware - Ransomware (Locky) - "New voice message 11812625754 in mailbox

Filter

Distribution

All

All

All

All

All

All

All

All

All

All

Actions.
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MISP: Event page —

nart 1

elation Graph

ent History

[=]
@
©

gate Publishing

Publish event to

ct Reporter

Download as

Add Event

External an

2017-09-25 Malspam - Malware - Spyware (Emotet) - "Down...

EventID
Uuid

Org

Owner org
Contributors
Email

Tags

Date

Threat Level
Analysis
Distribution
Info
Published
#Attributes
Sightings
Activity

Pivots Galaxy

1856: 2017-0...

1856

59c85800-c588-44a3-955f-03ce82660909

AusCERT
ERT

admin@admin test

circlincident-classification="malware" x

2017-09-25
High
Completed

All communities

An attribute entry in this event matches an
entry in the Alexa Top 1000 warning list

Related Events

2017-09-25 Malspam - Malware - Spyware (Emotet) - "Download your go via tax inveice statement now™
Yes
23

00 F

malware_classification:malware category="Spyware"™ x

Warning: Potential false positives

Top 1000 w

te from

Galaxies ./

Tool Q
+ Emotet Q

Add new cluster

view all

lysis reports

+
Date Org

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

20 %
Category &

Antivirus detection

Artifacts dropped

Artifacts dropped

External analysis

Network activity

Payload delivery

Payload delivery

Payload delivery

Tvpe

linge

sha22§

filename

link

ip-dst

email-subject

url

ip-src

Filters: mme Metwork Financial Proposal Correlation Warnings

Value Tags

hitps.iA

651a344cicebd7 d3cd5064761947a21ef54b1dda11cdBfaedsh929e78a100
b0

Monthly invoice.js .

e/546954624dd54535f3de8bbi

10d230932ab?environmentld=100

185.112.82.64
Download your go via tax inveice statement now
http://94.23.204.99/pdfigovia_invoice pdf

94.23.249.207

tool: Emotet

Cluster ID 11032
Name Emotet
Parent Galaxy Tool
Description
Source MISP Project
Authors Alexandre Dulaunoy, Florian Roth, Timo Steffens, Christophe Vandeplas
Events 10 event(s
Key &
refs
synonyms

Page 1 of 1, showing 2 records out of 2 fotal, starting on record 1, ending on 2

Value

Analysis article for Emotet
Spyware

4

https:#/securelist com/analysis/publications/6956 0/the-banking-trojan-emotet-detailed-analysis/

Geodo

Include deleted aftributes = Show context fields

Comment Correlate
Virustotal report for Doc25092017.dm '
Ref: Monthly invoice.js v
J5 exiracted from ZIP primary payload v
Hybrid analysis report for Doc25092017.dm v
Remote server contacted by Doc25092017.dm r

Ld
second-stage payload delivery url, extracted from Monthly v
inveoice jg
second-stage payload delivery IP v

Correlating Event ID

Related Events Feed hits IDS
1858 Yes Inherit
Yes Inherit
Yes Inherit
1858 Yes Inherit
858 Yes Inherit
180 Yes Inherit
1858 Yes Inherit
1858 Yes Inherit

Distribution

Sightings Activity Actions

R ciElcE
(040/0)
&R [ Ych I Ty )
(040/0)
LeleWd eiil W
(040/0)
LeleWd il W
(040/0)
&R F *ecil *oc @
{0010y
B F il W
(01010}
&R F *ecill *SC T
{0010y
&R F *ecill *SC T




MISP: Event page — part 2

mrelation Graph

ent History

chment
Populate from
Merge attributes

Publishing

Publish event to

eporter

Download as.

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

2017-09-25

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

Payload delivery

sha256

filename

url

url

email-body

url

url

url

sha256

filename

email-body

{0i010)

546954624dd54535f3de8bbfd67d6Ta3857851301572f6ea779410d230932 . Ref: Doc25092017.dm o 858 Yes Inherit &R F oci & i
ab (0i010}

Doc25092017.dm second-stage payload < 858 Yes Inherit iy R Bil G
{01040}

hitp://94.23.249.207/pdfTelstra_Bill pdf second-stage payload delivery url, extracted from Monthly < 1858 Yes Inherit i F *OCH *Sz
invoice js {0i010)

hitp://94.23.249 207/dm/Doc25092017.dm second-stage payload delivery url, exiracted irom Monthly | 1858 Yes Inherit iy I F *OCH *SC T
invoice js {0/0i0}

Dear Client < No Inherit R F e il @i
{0i0i0)

Your go via tax invoice statement is now available for download

Sharepoint URLs triggering potential false positive alert

If you have a post-paid account, ensure your monthly invoice is paid by the
due date to avoid unnecessary fees

To view previous tax invoice statements, login to your account using your
account number and PIN at govia com au

You can view up te 18 meonths of tax invoice statements enline anytime, at
no extra cost

Contextual comments useful to differentiate indicators
of a similar type (e.g. URLs) for human interpretation.

This email was sent by Queensland Motorways Management Pty Lid, ABN
86 010 630921
PO Box 2125 Mansfield QLD 4122

https:fimoriartylawitd- second-stage payload delivery url, extracted from Monthly i 858 Yes Inherit iy F *¥OCH *SC T

my sharepoint com/personal/kamal_alam_meriartylaw_co_uk/_layouts/15/g invoice js {0i010)

uestaccess.aspx?

docid=0e82c6b3c80dc43c6b4cc3beadTbibads&authkey=ARzLge0rib_tMK

CiL5Aeal A

hitps:fiscrubsetclimited- . second-stage payload delivery url, extracted from Menthly o 858 Yes Inherit iy R XOCH *SC

my.sharepoint.com/personal/sabrina_novamedicalsolutions_com/_layouts/ invoice js {0/0/0)

15/guestaccess aspx?

docid=02050febbe4414baal18157824efed5a3 &authkey=AWF3POfs-

cPTewEG9_SWaVM A

hitps:fiholmefarmproduce- primary payload delivery URL in email body vl Yes Inherit iy R F *¥®= ﬁm *SE

my.sharepoint.com/personal/sharon_holmefarmproduce_co_uk/_layouts/15 {0/0/0)

/guestaccess aspx?

docid=0097d8d9921a247dcab74890a8c0042c3&authkey=ATe3zGWUCWM

t-pdaBFaxBlk A

eb3c08dalb978d7bb12961dd67c36aff80d04dc8bb3347be9ad7451558962 primary payload, Monthly invoice.zip i Yes Inherit iy F &1 \ &S m

630 {0i0i0)

Monthly invoice zip primary payload vl Yes Inherit iy R F 23 ﬁm i
{01010}

Govia " No Inherit IR Gl G
{01010}

Dear Client

Your go via tax inveice statement is now available for download

If you have a post-paid account, ensure your menthly inveice is paid by
the due date to avoid unnecessary fees

To view previous tax invoice statements, login to your account using



MISP: Event page — part 3

View your latest Statement now

Correlation Graph

ent History

ent
Add Attribute You can view up fo 18 months of tax invoice stalements online anytime, at
no extra cost.

hment
Populate from Listen to the beeps

utes

go via network

Publishing

Publish event to ZMQ This email was sent by Queensland Motorways Management Pty Ltd, ABN

ct Reporter 86
010 820 921
P Box 2125 Mansfield QLD 4122

How to read your new go via statement

Download as..

Monthly invoice

2017-09-25 Payload delivery ip-sre 94.23.204 99 SECo il %@
2017-09-25 Payload installation comment ExpandEnvironmentStringsActiveXObjecthitps . //scrubsetclimited- deolj (=4 ﬁn’\ [l

my.sharepoint com/p. izabrina_novar itions_com/_layouts/

15fguestaccess.aspx? g sy

docid=02050febbe4414baad18157824efe%5al&authkey=AWFIPOfs- R

cPTewESS_6WaVMnttps //moriartylawitd- s ::;-a

my.sharepoint.com/p ikamal_alam_moriartylaw_co_uk/_layouts/15/g

uestaccass. aspx? Ensure smooth managament of el imiarme $T1 4.85 E ransactian &

docid=0e82c6h3c80dc43c6b4cc3beas7bibags&authkey=ARzLgelrjb_tMK your loling accolant. . - il dutailed inthe pages

Cil5Aea9shitp://94.23.249.207/dm/Doc25092017 dmWScript ShellRun®%T s AR W

EMP%/uaCyMUQW exehttp//94 23 204 99/pdfigovia_invoice pdfhitp//94 2

3.249 207/pdifTelstra_Bill pdi% TEMP%/gXiOkQ41 pdMSXML2 XMLHTTP Huew sharge s by uehisle

opensendreadystatestatus TextOKMZ ADODB. Streamopentypewriteposition e e e e

saveToFileucloseclose -
2017-09-25 Support Tool attachment CHl&g]

“va.
- wivellng antoll oads
wasaor
2017-08-25 Support Tool attachment T cill®c]
T @
w=m
-
|
°
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w.hybrid-analysis.comisample/5468545244d54535T3de BbbfdE7d67 a3 857 851 30f6 7 2f0ea 7 8410422083 2abPenvironmentld=100

Event: 1856
Organisation: AusCERT
Date: 2017-09-25

Analysis: Completed
Info: 2017-09-25 Malspam - Malware
- Spyware (Emotet) - "Download your

18563 2017-00-25 Malspam - . o .
t ! A go via tax invoice statement now’

hittps:/wwer virustotal comizffile'545054624dd54535f3deBbbfd87dB72 38578513087 2f6ea 7724104230832 sb/detection

Go to event

A
1
1
I
1
1
|

Doc25082017 .dm

Download your go via tax invoice statement now

545054524dd5453 5/ 3delbbfddTdET 228578512057 2f6ea7 72410423002 2ab

1
|
:
1
1

Common analysis
report links (for
Doc25092017.dm)

I https:'scrubsetclimited-my. sharepoint.com/personalisabrina_novamedicalsolutions_com_|ayouts/15/guestaccess. aspx 7docid=02050febba44 14ba383181573 24efeBia 3&authkey=AWF 3P Ofs-cPTewEg2_GWaWM

i

https:imoriartylawltd-my.sharepoint comipersonal’kamal_alam_moriartylaw_co_uk_layouts/ 18iguestaccess. aspx Pdocid=0e82c6b3c20dcd 2c8bdoc3beal Thfbal b8 authkey=ARzLoelnb_tMKCiLSAeals

Common second-
stage payload file
name and SHA256

- e e = -
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(1801) 2017-08-13'Malspam - Ma

W

ware (D

Event: 1801
Organisation: AusCERT
Date: 2017-09-13

Analysis. Completed

Info: 2017-09-13 Malspam - Malware
(Dridex) - Download your go via tax
invoice statement now

Go to event

delivery and
IPs

Common payload

C&C

i - ———————————

http:/¥04. 23248 207/dm/Doc2 5082017 dm
hittg: 194,23 240, 207 ipdiTelstra_Bill pdf
@ 7
hitp-''84.23.204.89/pdfigovia_invoice. pdf /
Event: 1853 _.
organisation: AusCERT [ e RN Wi
Date: 2017-09-25 g:.: " B
Analysis: Completed 00-25 Malspan ~MsTwmre- | 94.23.240.207
Info: 2017-09-25 Malspam - Malware :
- Spyware (Emotet) - "Telstra Bill - : 84.23.204.82 B
Arrival Notification™ 1
| 18511282 54
:
\
Common second- N
________________
Sta ge payloa d 2017-08-25 Govia statement.png
delivery URLs
2017-08-25 telstra statement.png

e

wSCERT




MISP: Downloading Indicators manually

Choose the format that you wish to export the event in

MISP XML (metadata + all atiributes) Encode Attachments |+

MISP JSON (metadata + all attributes) Encode Attachments |«

OpenlOC (all indicators marked to 1DS)

Include non-1DS marked attribuies

STIX XML (metadata + all attributes) Encode Attachments

STIX JSON (metadata + all attributes) Encode Attachments

RPZ Zone file

Download Suricata rules

Download Snort rules

Download Bro rules

Export as Download Snort rules

Export all attribute values as a text file Include non-10°S marked attributes

Cancel
THE UNIVERSITY
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Manually downloaded indicators: Snort rules for event 1856

alert tcp $HOME NET any -> $SEXTERNAL NET SHTTP PORTS (msg:
el856 [] Outgoing HTTP URL: http|
3al//94.23.249.207/pdf/Telstra Bill.pdf";
flow:to server,established; coﬁtent:"httpl
3al//94.23.249.207/pdf/Telstra Bill.pdf";
tag:session, 600, seconds;
rev:1l; priority:1;
reference:url, https://misp.auscert.org.au/events/view/1856;)
alert ip $HOME NET any -> 185.112.82.64 any (msg: "MISP el856 []
Ooutgoing To IP: 185.112.82.64"; classtype:trojan-activity;
s1d:5669921; rev:1; priority:1;

reference:url, https://misp.auscert.org.au/events/view/1856;)
alert ip 94.23.249.207 any -> $HOME NET any (msg: "MISP el856 []
Incoming From IP: 94.23.249.207"; classtype:trojan-activity;
51d:5670231; rev:1; priority:1;

reference:url, https://misp.auscert.org.au/events/view/1856;)
alert ip 94.23.204.99 any -> $HOME NET any (msg: "MISP el856 []
Incoming From IP: 94.23.204.99"; classtype:trojan-activity;
5id:5670241; rev:1; priority:1;

reference:url, https://misp.auscert.org.au/events/view/1856;)

#

"MISP

nocase; http uri;
classtype:trojan-activity; sid:5669871;

THE UNIVERSITY
Nt OF QUEENSLAND

AUSTRALIA

alert tcp SEXTERNAL NET any -> $SMTP _SERVERS 25 (msg: "MISP el856
[] Bad Email Subject"; flow:established,to server;
content:"Subject|3a|"; nocase; content:"Download your go via tax
invoice statement now"; fast pattern; nocase; content:"|0D 0A 0D
OA|"; within:8192; tag:session, 600,seconds; classtype:trojan-
activity; sid:5669741; rev:1; priority:1;
reference:url, https://misp.auscert.org.au/events/view/1856;)
alert tcp $HOME NET any -> $EXTERNAL NET $HTTP PORTS (msg: "MISP
e1856 [] outgoing HTTP URL: https|3al|//holmefarmproduce-
my.sharepoint. com/personal/sharon_holmefarmproduce co uk/
_layouts/15/guestaccess.aspx?docid=
0d4d97dB8d992fa247dcae74850a8c0042c3&authkey=ATe3 zGWUcWML -
p4gBF8xBIk"; flow:tﬁ_server,established; content:"https|
3al|//holmefarmproduce-
my.sharepoint.com/personal/sharon holmefarmproduce co uk/
_layouts/15/guestaccess.aspx?docid=
0d497d8d992fa247dcae74890a8c0042c3&authkey=ATe3zGWUcWML -
p4g8F8xBIk"; nocase; http uri; tag:session, 600,seconds;
classtype:trojan-activity; si1d:5669811; rev:1; priority:1;
reference:url, https://misp.auscert.org.au/events/view/1856;)
alert tcp $HOME NET any -> SEXTERNAL NET $HTTP PORTS (msg: "MISP
el856 [] Outg01nq HTTP URL: https|3a|//scrubsetcllm1ted—
my.sharepoint.com/personal/sabrina novamedicalsolutions com/
~layouts/15/guestaccess.aspx?docid=
02050febbed414baaBl8157824efe95a3&authkey=AWF3POfs-cPTewE69
6WgVM"; flow:to server,established; content:"https]|
3al|//scrubsetclimited-
my.sharepoint.com/personal/sabrina novamedicalsolutions com/
_layouts/1l5/guestaccess. aspx°doc1d—
02050febbed414baaBl8l57824efef5a3&authkey=AWF3POfs-CcPTewE69
6WgVM"; nocase; http uri; tag:session, 600,seconds;
classtype:trojan-activity; s1d:5669831; rev:1; priority:1;
reference:url, https://misp.auscert.org.au/events/view/1856;)

i!kg,ﬁ\ USUERT



Manually downloaded indicators: RPZ for event 1856

STTL 1w;
@ SOA localhest. root.leocalhost (2017092500 Zh 30m
304 1h)

NS localhost.

; The feollowing list of IP addresses will timeout.
32.64.82.112.185.rpz-ip CNAME rpz-drop.
32.207.249.23.94.rpz-ip CNAME rpz-drop.
32.99.204.23.94.rpz-ip CNAME rpz-drop.

m ==



Manually downloaded indicators: STIX JSON for event 1856

k"timestamp": "2017-09-25T@2:52:23.88@954+00: 00", "version": "1.1.1", "stix_header”: {"title": "Export from AusCERT MISP", "package_intents": [{"xsi:type": "stixVocabs:PackageIntentVocab-1.8", "value": "Threat Report"}]}, "id": "AusCERT:Package-88ed45341-e8b2-4d3f-aesf-43del1e12680", "related_packages": [{"package":
{"timestamp": "2017-09-25T12:07:56+00:00", "version”: "1.1.1", "incidents": [{"status": {"xsi:type": "stixvocabs:IncidentStatusvocab-1.e", "value": "Closed"}, "information_source": {"references": ["https://www.virustotal.com/#/file/546954624dd54535ff3de8bbfd67d67a385785130f572f6ea779410d230932ab/detection™,
"https://www.hybrid-analysis.com/sample/546954624dd54535ff3de8bbfd67d67a385785130f572f6ea779410d230932ab?environmentId=100"], "identity”: {"name™: "AusCERT"}}, "handling"”: [{"controlled structure”: «/../../descendant-or-self::node()", "marking_structures™: [{"color": "GREEN", "xsi:type"
"tlpMarking:TLPMarkingStructureType”}]}], "related_observables": {"observables": [{"observable": {"object": {"id": "AusCERT:FileObject-59c85cb9-ffes-afc2-b824-606e82660989", "properties”: {"file_nam 2017-09-25 Govia statement.png”, "FileobjectType”}}, "id": "AusCERT:observable-59c¢85cbo-ffes-afc2-
b824-606e82660909", "description™: "Govia statement fectched along with second-stage payload DRM Encoded audio file (Doc25@92017.dm)."}, “"relationship”: "Support Tool"}, {"observable”: {"object™: {"id": "AusCERT:FileObject-59c85cef-67f4-4e47-bcd5-03ce82660909", "properties™: {"file_name”: "2017-09-25 telstra
statement.png”, “xsi:type": "FileObjectType"}}, "id": "AusCERT:observable-59c85cef-67f4-4e47-bcd5-03ce82660909", “description”: "Telstra bill \"Interpretation\" document downloaded along with Second-stage payload”}, “"relationship™: “"Support Tool"}]}, "title": "2017-09-25 Malspam - Malware - Spyware (Emotet) -
\"Download your go via tax invoice statement now\"", "timestamp": "2017-09-25T12:08:03+00:00", "related_indicators": {"indicators": [{"indicator": {"observable": {"object": {"id": "AusCERT:EmailMessage-59c8581c-b350-4aa5-8d7d-606e82660909", "properties”: {"header": {"subject": {"condition": "Equals", "value":
"Download your go via tax invoice statement now"}}, "xsi:type": "EmailMessageObjectType"}}, "id": "AusCERT:observable-59c8581c-b350-4aa5-8d7d-606e82668909"}, "confidence”: {“"timestamp": "2017-09-25T11:13:00+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the
confidence will be high, otherwise none", "value": {"xsi:type" stixvocabs:HighMediumLowvocab-1.0", "High"}}, "description”: "Payload delivery: Download your go via tax invoice statement now (MISP Attribute #166974)", "indicator_types": [{"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", "value": "Malware
Artifacts"}, {"xsi:type”: "stixvocabs:IndicatorTypevocab-1.1", "value": "Malicious E-mail"}], "title": "Payload delivery: Download your go via tax invoice statement now (MISP Attribute #166974)", “timestamp”: "2017-09-25T11:13:00+00:00", "id": "AusCERT:indicator-59c8581c-b350-4aa5-8d7d-606e82660909",
"valid_time_positions™: [{}]}, "relationship": "Payload delivery"}, {"indicator”: {"confidence": {"timestamp"”: "2@17-09-25T11:13:26+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type":
"stixvocabs:HighMediumLowvocab-1.8", "value": "None"}}, "description”: "Payload delivery: \ueeaeDear Client\r\n\ri\nvour go via tax invoice statement is now available for download\r\n\r\nIf you have a post-paid account, ensure your monthly invoice is paid by the due date to avoid unnecessary fees.\r\n\rinTo view
previous tax invoice statements, login to your account using your account number and PIN at govia.com.au\r\n\r\nYou can view up to 18 months of tax invoice statements online anytime, at no extra cost.\r\n\r\nThis email was sent by Queensland Motorways Management Pty Ltd, ABN 86 @10 63@ 921\r\nPO Box 2125 Mansfield
QLD 4122 (MISP Attribute #166975)", “"indicator_types": [{"xsi:type": “"stixVocabs:IndicatorTypeVocab-1.1", “"value": "Malware Artifacts"}], "title": "Payload delivery: \u@@ae@Dear Client\r\n\r\nYour go via tax invoice statement is now available for download\r\n\r\nIf you have a post-paid account, ensure your monthly
invoice is paid by the due date to avoid unnecessary fees.\r\n\r\nTo view previous tax invoice statements, login to your account using your account number and PIN at govia.com.au\r\n\r\nYou can view up to 18 months of tax invoice statements online anytime, at no extra cost.\r\n\r\nThis email was sent by Queensland
Motorways Management Pty Ltd, ABN 86 @1@ 638 921\r\nPO Box 2125 Mansfield QLD 4122 (MISP Attribute #166975)", "timestamp": "2017-89-25T11:13:26+80:00", "i "AuUSCERT:indicator-59c85836-52a8-4abe-8cba-61a782660909", "valid time positions": [{}]}, "relationship": "Payload delivery"}, {"indicator": {"confidence":
{"timestamp": "2017-89-25T11:14:05+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type": "stixvVocabs:HighMediumLowvocab-1.8", "value": "None"}}, "description": "Payload delivery: Govia\r\n\r\n Dear
client\r\n\rin Your go via tax invoice statement is now available for download\r\n\r\n If you have a post-paid account, ensure your monthly invoice is paid by\r\n the due date to avoid unnecessary fees.\r\n\r\n To view previous tax invoice statements, login to your account using\rin your account number

e

and PIN at govia.com.au\r\n\r\n view your latest statement now\r\n\r\n\r\n\r\n\r\n\r\n\r\n You can view up to 18 months of tax invoice statements online anytime, at no extra cost.\r\n\r\n Listen to the beeps\r\n\r\n\r\n go via network\r\n\r\n This email was sent by Queensland
Motorways Management Pty Ltd, ABN 86\r\n @10 630 921\r\n PO Box 2125 Mansfield QLD 4122 (MISP Attribute #166976)", "indicator_types”: [{"xsi:type”: "stixVocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}], "title": "Payload delivery: Govia\r\n\r\n
Dear Client\r\n\r\n Your go via tax invoice statement is now available for download\r\n\r\n If you have a post-paid account, ensure your monthly invoice is paid by\r\n the due date to avoid unnecessary fees.\r\n\r\n To view previous tax invoice statements, login to your account using\r\n your account
number and PIN at govia.com.au\r\n\r\n View your latest Statement now\r\n\rAn\r\n\rin\r\n\rin\r\n You can view up to 18 months of tax invoice statements online anytime, at no extra cost.\r\n\r\n Listen to the beeps\rin\r\n\r\n go via network\r\n\r\n This email was sent by
Queensland Motorways Management Pty Ltd, ABN 86\r\n e1e 63e 921\r\n PO Box 2125 Mansfield QLD 4122 (MISP Attribute #166976)", “"timestamp™: "2017-09-25T11:14:05+00:00", "id": "AusCERT:indicator-59c8585d-ba70-4037-a112-03ce82660909", "valid_time_positions™: [{}]],

Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type tixVocabs:HighMediumLowvocab-1.8", "value
"High"}}, "description”: "Payload delivery: Monthly invoice.zip (MISP Attribute #166977)", "indicator_types™: [{"xsi:type stixvocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}], "title": "Payload delivery: Monthly invoice.zip (MISP Attribute #166977)", "timestamp™: "2017-89-25T11:14:26+00:00", "id"
"AusCERT:indicator-59¢85872-c9ad-4a24-982f-61a782660909", "valid_time_positions™: [{}]}, "relationship™: "Payload delivery : {"observable": {"object": {" "AusCERT:File-59c85889-4d78-436f-9f90-606f82660909", "properties”: {"hashes": [{"simple_hash_value": {"condition": "Equals", "value
"eb3cesdasba78d7bb12961dd67c36affaedeadc8bb3347be9aa7451558962630"}, "type”: {"xsi:type": "cyboxvocabs:HashNamevocab-1.8", "condition": "Equals"”, "value": "SHA256"}}], "xsi:type": "FileoObjectType"}}, "id": "AusCERT:observable-59c85889-4d78-436f-9f90-606182660989"}, "confidence": {"timestamp": "2017-09-
25T11:14:49+00:00", “description™: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none”, "value": {"xsi:type": “stixVocabs:HighMediumLowVocab-1.e", “"value™: “"High"}}, “"description™: "Payload delivery:
eb3ce8dasbo78d7bb12961dd67c36affaedeadc8bb3347be9ad745155896263@ (MISP Attribute #166978)", "indicator_types": [{"xsi:type": “"stixVocabs:IndicatorTypevocab-1.1", “"value": "Malware Artifacts"}, {"xsi:type": "stixVocabs:IndicatorTypevVocab-1.1", “"value": "File Hash Watchlist"}], "title": "Payload delivery:
eb3cesdasba78d7bb12961dd67c36af faedeadc8bb3347be9aq7451558962630 (MISP Attribute #166978)", "timestamp”: "2017-89-25T11:14:49+00:00", "id": "AusCERT:indicator-59c85889-4d78-436f-9f90-60682660909", "valid_time_positions”: [{}]}, "relationship”: "Payload delivery"}, {"indicator”: {"confidence": {"timestamp”: "2017-
©09-25T11:15:31+00:00", “"description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none”, “"value": {"xsi:type”: “"stixVocabs:HighMediumLowVocab-1.8", “"value”: "High"}}, “"description”: "Artifacts dropped: Monthly invoice.js (MISP Attribute #166979)",
"indicator_types": [{"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}], "title": "Artifacts dropped: Monthly invoice.js (MISP Attribute #166979)", "timestamp": "2017-@9-25T11:15:31+00:00", "id": "AusCERT:indicator-59c858a8-8354-4345-953b-61a782660909", "valid time positions": [{}]},
"relationship”: "Artifacts dropped”}, {"indicator": {"observable": {"object": {"id": "AusCERT:File-59c858e4-72c8-42f6-8ffb-606f82660909", "properties”: {"hashes": [{"simple_hash_value": {"condition": "Equals", "value": "651a344cfce6b7d3cd5e64f61947a21ef54b1daa11cd8fae85bo29e7fBa100ba"}, "type": {"xsi:type™:
"cyboxvocabs :HashNamevocab-1.@", "condition": "Equals”, "value™: "SHA256"}}], "xsi:type": "FileObjectType"}}, "i "AusCERT:observable-59c858e4-72c8-42f6-8ffb-606f82660909"}, "confidence”: {"timestamp"”: "2017-09-25T11:16:28+00:80", "description”: “"Derived from MISP's IDS flag. If an attribute is marked for IDS
exports, the confidence will be high, otherwise none”, "value™: {"xsi:type": "stixvocabs:HighMediumLowvocab-1.@", "value": "High"}}, "description”: "Artifacts dropped: 651a344cfce6b7d3cdSe64f61947a21ef54b1daal1cdsfae8sbo29e7fBaleebe (MISP Attribute #166988)", "indicator_types”: [{"xsi:type":
"stixVocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type": "stixVocabs:IndicatorTypeVocab-1.1", "value": "File Hash Watchlist"}], "title": "Artifacts dropped: 651a344cfce6b7d3cd5e64f61947a21ef54b1ddal1cd8fae85b929e7f8a100be (MISP Attribute #166980)", "timestam 1:16:20+00:00",
"id": "AusCERT:indicator-59c858e4-72c8-42f6-8ffb-606782660909", "valid_time_positions”: [{}]}, "relationship": "Artifacts dropped"}, {"indicator": {"observable": {"object": {"id" AUSCERT:URI-59c85964-ba2@-46ed-9efa-0eac82660909", "properties”: {"xsi:type”: "URIObjectType", "value": {“"conditio Equals”,
"value”: "https://holmefarmproduce-my.sharepoint.com/personal/sharon_holmefarmproduce_co_uk/_layouts/15/guestaccess.aspx?docid=0d97d8d992fa247dca674890a8c0042¢3&authkey=ATe3zGWUCWME -p4g8F8xBIk"}}}, "id": "AusCERT:observable-59c85964-ba2@-46ed-9efa-0eac82660909"}, "confidence”: {"timestamp”: "2017-09-
25T11:18:28+80:00", “"description™: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", “"value": {"xsi:type": "stixVocabs:HighMediumLowvocab-1.8", "value": "High"}}, "description”: "Payload delivery: https://holmefarmproduce-
my.sharepoint.com/personal/sharon_holmefarmproduce_co_uk/_layouts/15/guestaccess.aspx?docid=ed97d8d992fa247dca674890a8c0042c3&authkey=ATe3zGWUCWML-paq8F8xBIk (MISP Attribute #166981)", "indicator_types™: [{"xsi:type": "stixvocabs:IndicatorTypeVocab-1.1", "value": "Malware Artifacts"}, {"xsi:type":
"stixvocabs:IndicatorTypevocab-1.1", "value": "URL Watchlist"}], "title": "Payload delivery: https://holmefarmproduce-my.sharepoint.com/personal/sharon_holmefarmproduce_co_uk/_layouts/15/guestaccess.aspx?docid=0d97d8d992fa247dca674890a8c0042c3&authkey=ATe3zGWUcCWME -paq8F8xBIk (MISP Attribute #166981)"
"2017-89-25T11:18:28+00:00", "AusCERT:indicator-59c85964-ba2e-46ed-9efa-0edc82660909", "valid time positions™: [{}]}, "relationship™: "Payload delivery"}, {"indicator™: {"observable": {"object™: {"id": "AusCERT:URI-59c859eb-4464-451d-830e-0e4c82660909", "properties”: {"xsi:type": "URIObjectType
{"condition" quals”, "value ttps://scrubsetclimited-my.sharepoint.com/personal/sabrina_novamedicalsolutions_com/_layouts/15/guestaccess.aspx?docid=02050febbed414abaa818157824efe95a3&authkey=AWF3P0fs-cPTewe69_6kgvM™}}}, "id": "AusCERT:observable-59c859eb-4464-451d-830e-0edc826689e9"}, "confidence”
{"timestamp": "2017-09-25T11:20:43+0@:8@", "description”: “"Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type": "stixvocabs:HighMediumLowvocab-1.@", "value": "High"}}, "description": "Payload delivery: https://scrubsetclimited-
my . sharepoint.com/personal/sabrina_novamedicalsolutions_com/_layouts/15/guestaccess.aspx?docid=0205efebbeaa14baas18157824efe95a3&authkey=ANF3P0Ts-cPTewE69_6WgVM (MISP Attribute #166983)", "indicator_types™: [{"xsi:type"”: "stixvocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type":
:IndicatorTypeVocab-1.1", “"value": "URL Watchlist"}], "title": "Payload delivery: https://scrubsetclimited-my.sharepoint.com/personal/sabrina_novamedicalsolutions_com/_layouts/15/guestaccess.aspx?docid=02050febbed4414baag18157824efe95a3&authkey=AWF3P0fs-cPTewE69_6WgVM (MISP Attribute #166983)",

" h "AUSCERT:indicator-59c859eb-4464-451d-830e-0e4c82660909", "valid time_positions": [{}]}, "relationship” Payload delivery"}, {"indicator": {"observable": {"object": {"id": "AusCERT:URI-59c859eb-b7f@-44bo-a32f-0e4c82660909", "properties”: {"xsi:type": "URIObjectType",
condition": "Equals”, "value": "https://moriartylawltd-my.sharepoint.com/personal/kamal_alam moriartylaw_co_uk/_layouts/15/guestaccess.aspx?docid=@e82c6b3cB@dca3c6bacc3beag7bfbaos&authkey=ARzLge@rjb_tMKCtLSAea9s"}}}, "id": "AusCERT:observable-59c859eb-b7f@-44b9-a32f-0e4c82660909"}, "confidence™:
{"timestamp”: *2017-89-25T11:20:43+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none”, "wvalue": {"xsi:type": "stixVocabs:HighMediumLowVocab-1.0", "value": "High"}}, "description”: "Payload delivery: https://moriartylawltd-
my . sharepoint.com/personal/kamal_alam_moriartylaw_co_uk/_layouts/15/guestaccess.aspx?docid=ee82c6b3c80dca3c6bacc3beag7bfbagsiauthkey=ARzLgedrjb_tMKCtL5Aead9s (MISP Attribute #166984)", dicator_types™: [{"xsi:type": "stixVocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type":
"stixvocabs:IndicatorTypevocab-1.1", "value": "URL Watchlist"}], "title": "Payload delivery: https://moriartylawltd-my.sharepoint.com/personal/kamal_alam_moriartylaw_co_uk/_layouts/15/guestaccess.aspx?docid=0e82c6b3c8adca3c6bacc3bea87bfba9s&authkey=ARzLge@rjb_tMKCtL5Aea9s (MISP Attribute #166984)", "timestamp™:
"2017-89-25T11:20:43+00:00", " AusCERT:indicator-59c859eb-b7f@-44b9-a32f-eeac82660909", "valid_time_positions™: [{}]}, "relationship”: "Payload delivery"}, {"indicato {"observable": {"object": {"id": "AusCERT:URI-59c859eb-6c74-41b3-954d-0eac82660909", "properties™: {"xsi:type": "URIObjectType", "value":
{"condition™: “Equals”, "value ttp://94.23.249.207/dm/Doc25092017.dm"}}}, "id": "AusCERT:observable-59c859eb-6c74-41b3-954d-0e4c82660909"}, "confidence™: {"timestamp”: "2017-09-25T11:20:43+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be
high, otherwise none", “value™: {“xsi:type": “"stixVocabs:HighMediumLowVocab-1.0", "value": "High"}}, “"description”: “Payload delivery: http://94.23.249.207/dm/Doc25092017.dm (MISP Attribute #166985)", “indicator_types”: [{"xsi:type": "stixVocabs:IndicatorTypeVocab-1.1", “value": "Malware Artifacts”}, {“xsi:type”
"stixvocabs:IndicatorTypevocab-1.1", "value": "URL Watchlist"}], "title": "Payload delivery: http://94.23.249.207/dm/Doc25092017.dm (MISP Attribute #166985)", "timestamp™”: "2017-09-25T11:20:43+00:00", "id": "AusCERT:indicator-59c859eb-6c74-41b3-954d-0e4c82660909", "valid_time_positions™: [{}]}, "relationship™:
"Payload delivery”}, {"indicator”: {"observable": {"object™: {"id": "AusCERT:URI-59c859%eb-161c-42a8-89a9-0e4c82660909", "properties”: {"xsi:type”: "URIObjectType", "value": {"condition": H ttp://94.23.204.99/pdf/govia_invoice.pdf"}}}, "id": "AusCERT:observable-59c859eb-161c-42a8-8%a9-
0e4c82660909"}, "confidence": {"timestamp": "2017-09-25T11:20:43+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type": "stixVocabs:HighMediumLowvocab-1.0", "value": "High"}}, "description”: "Payload
delivery: http://94.23.204.99/pdf/govia_invoice.pdf (MISP Attribute #166986)", "indicator_types": [{"xsi:type": "stixVocabs:IndicatorTypevocab-1.1", “value": "Malware Artifacts"}, {"xsi:type": "stixvocabs:IndicatorTypeVocab-1.1", "value": "URL Watchlist"}], "title": "Payload delivery:
http://94.23.204.99/pdf/govia_invoice.pdf (MISP Attribute #166986)", "timestamp”: "2017-09-25T11:20:43+00:00", "id": "AusCERT:indicator-59c859eb-161c-42a8-89a9-0e4c82660989", "valid_time_positions™: [{}]}, "relationship": "Payload delivery"}, {"indicator": {"observable": {"object": {"id": "AusCERT:URI-59c859eb-
bb54-449d-847b-0e4c82660909", “properties”: {"xsi:type": "URIObjectType", "value”: {"condition": "Equals”, "valu "http://94.23.249.207/pdf/Telstra_Bill.pdf"}}}, "id": "AusCERT:observable-59c859eb-bb54-449d-847b-0e4c82660909"}, "confidence”: {"timestamp”: "2017-09-25T11:20:43+@0:0@", "description”: "Derived from
MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type": "stixVocabs:HighMediumLowVocab-1.8", "value": "High"}}, "description™: "Payload delivery: http://94.23.249.207/pdf/Telstra_Bill.pdf (MISP Attribute #166987)", "indicator_types
[{"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", "value": "URL Watchlist"}], "title": "Payload delivery: http://94.23.249.207/pdf/Telstra_pill.pdf (MISP Attribute #166987)", "timestamp"”: "2017-89-25T11:20:43+00:00", "id":

“relationship”: "Payload delivery”}, {"indicator": {"confidence": {"timestamp”: "2017-89-25T11:14:26+00:00", “"description”

"timestamp”:
"value":

"AusCERT:indicator-59c859eb-bb54-449d-847b-0e4c82660909", "valid_time_positions™: [{}]}, "relationship”: "Payload delivery"}, {"indicator”: {"confidence": {"timestamp”: "2017-09-25T11:22:31+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high,
o

“value": "High"}}, "description”: “Payload delivery: Doc25092017.dm (MISP Attribute #166989)", “indicator_types”: [{"xsi:type":
(MISP Attribute #166989)", "timestamp 2017-09-25T11:22:31+00:00" AusCERT:indicator-59c¢85a57-8290-4165-9fbc-606d82660909", "valid time_positions": [{}]}, "relationship": "Payload delivery"}, {"indicator": {"observable": {"object” AusCERT:File-59¢85a86-1394-4afe-a3b5-83ce82660909", "properties™:
{"hashes": [{"simple_hash_value": {"condition": "Equals”, "value": "546954624dd54535ff3de8bbfd67d67a385785130f572f6ea779410d230932ab"}, "type": {"xsi:type": "cyboxVocabs:HashNamevocab-1.8", "condition": "Equals”, ": "SHA256"}}], "xs "FileObjectType"}}, "id": "AusCERT:observable-59c85a86-f394-4afe-
a3bs5-@3ce82660909"}, "confidence": {"timestamp": "2017-09-25T11:23:18+00:00", "description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none", "value": {"xsi:type": "stixvocabs:HighMediumLowvocab-1.8", "value": ription": "pPayload
delivery: 546954624dd54535ff3de8bbfd67d67a385785130f572f6ea779410d230932ab (MISP Attribute #166990)", "indicator_types": [{"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", " "Payload delivery
546954624dd54535ff3de8bbfd67d67a385785130f572f6ea779410d230932ab (MISP Attribute #16699@)", "timestamp": "2017-09-25T11:23:18+00:00", "id": "AusCERT:indicator-59¢85a86-f394-dafe-a3b5-03ce82660909", "valid_time_positions™: [{}]}, "relationship": "Payload delivery"}, {"indicator": {"observable": {"object": {"id"
"AUSCERT :Address-59¢85bbs-79f8-4373-9cc6-61a782660909", "properties”: {"category”: "ipva-addr”, “is_source”: false, "xsi:type": "AddressobjectType”, "address_value": {"condition": “Equals”, “value": "185.112.82.64"}}}, "id": "AusCERT:observable-59¢85bb5-79f8-4373-9cc6-61a782660989"}, "confidence”: {"timestamp™:
“2017-09-25T11:28:21+00:00", “description™: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, otherwise none”, “"value": {"xsi:type": "stixVocabs:HighMediumLowVocab-1.@", "value”: “High"}}, "description”: "Network activity: 185.112.82.64 (MISP Attribute #166992)",
"indicator_types": [{"xsi:type": "stixvocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type": “stixvocabs:IndicatorTypeVocab-1.1", "value": "IP Watchlist"}], "title": "Network activity: 185.112.82.64 (MISP Attribute #166992)", "timestamp": "2017-09-25T11:28:21+00:00", "id": "AusCERT:indicator-
59c85bb5-79f8-4373-9¢cc6-61a782660909", "valid_time_positions": [{}]}, "relationshi "Metwork activity"}, {"indicator™: {"observable": {"object": id": "AusCERT:Address-59c864fc-8boo-47b2-94ba-61a78266090 "properties”: {“category": "ipv4-addr"”, "is_source": true, "xsi:type": "AddressoObjectType",

"address_value”: {"condition": “Equals”, "value": "94.23.249.207"}}}, "id": "AusCERT:observable-59c864fc-8b0@-47b2-94ba-61a782660909"}, "confidence™: {"timestamp”: "2817-89-25T12:07:56+00:00", “description”: "Derived from MISP's IDS flag. If an attribute is marked for IDS exports, the confidence will be high, lRT
otherwise none", "value": {"xsi:type": "stixVocabs:HighMediumLowvocab-1.0", "value": "High"}}, "description”: "Payload delivery: 94.23.249.207 (MISP Attribute #167023)", "indicator_types": [{"xsi:type": "stixvVocabs:IndicatorTypevocab-1.1", "value": "Malware Artifacts"}, {"xsi:type": "stixvocabs:IndicatorTypevocab- &

1.1", "value": "IP Watchlist"}], "title": "Payload delivery: 94.23.249.207 (MISP Attribute #167023)", "timestamp™: "2017-89-25712:07:56+00:00", "id": "AusCERT:indicator-59c864fc-8boa-47b2-94ba-61a782660909", "valid_time_positions”: [{}]}, "relationship”: "Payload delivery"}, {"indicator": {"observable": {"object™:

—

otherwise none", “value": {“xsi:type": "stixVocabs:HighMediumLowvocab-1 “Malware Artifacts”}], "title": "Payload delivery: Doc25092017.dm

"stixVocabs:IndicatorTypevocab-1.1", "value":

{"i




Automatically retrieving indicators via the API

e Snort (N|DS) rule: https://misp.auscert.org.au/events/nids/snort/download/1856

alert tcp SEXTERNAL_NET any -> SSMTP_SERVERS 25 (msg: "MISP e1856 [] Bad Email Subject";
flow:established,to_server; content:"Subject|3a|"; nocase; content:"Download your go via tax invoice statement

now"; fasi_nattern; nocase; content:"|0D OA OD OA|"; within:8192; tag:session,600,seconds; classtype:trojan-activity;
sid:5669741; rev:1; nriority:1; reference:url,https://misp.auscert.org.au/events/view/1856;)

Alert on inbound traffic to SMTP servers on standard SMTP
port bearing mail subject: “Download your go via tax invoice
statement now”

e Snort (NIDS) rule

alert tcpo SHOME_NET any -> SEXTERNAL_NET SHTTP_PORTS (msg: "MISP 1856 [] Outgoing HTTP URL:
http|3a|//94.23.249.207/dm/Doc25092017.dm"; flow:to_server,established;
content:"http|3a|//94.23.249.207,/4m/Doc25092017.dm"; nocase; http_uri; tag:session,600,seconds; classtype:trojan-
activity; sid:5669851; rev:1; priority:1; reference:url,https://misp.auscert.org.au/events/view/1856;)

Alert on outbound traffic to this url:
http://94.23.249.207/dm/D0oc25092017.dm

THE UNIVERSITY
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Automatically retrieving indicators via the API

e Snort (N|DS) rule: https://misp.auscert.org.au/events/nids/snort/download/1856

alert ip SHOME_NET any -> 185.112.82.64 any (msg: "MISP 1856 [] Outgoing To IP: 185.112.82.64"; classtype:trojan-

activity; sid:5669921; rev:1; priority:1; reference:url,https://misp.auscert.org.au/events/view/1856;)

Alert on outbound traffic on any port to IP: “185.112.82.64".
Contacted by Emotet Spyware.

e Suricata (N|DS) rule: https://misp.auscert.org.au/events/nids/suricata/download/1856

alert tls SEXTERNAL_NET 443 -> SHOME_NET any (msg: "MISP e1856 [] Outgoing URL: https|3a|//moriartylawltd-
my.sharepoint.com/personal/kamal_alam_moriartylaw_co_uk/ layouts/15/guestaccess.aspx?docid=0e82c6b3c80dc4

3c6b4cc3bea87bfba95&authkey=ARzLgeOrjb_tMKCtL5Aea9s"; tls_cert_subject; content:"moriartylawltd-

my.sharepoint.com"; nocase; pcre:"/moriartylawltd-my.sharepoint.comS$/"; tag:session,600,seconds; classtype:trojan-
activity; sid:5669841; rev:1; priority:1; roference:url,https://misp.auscert.org.au/events/view/1856;)

Alert on inbound traffic on port 443 for second-stage payload
THE UNIVERSITY . .
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Automatically retrieving indicators via the API

* RPZ file — DNS firewalls: https://misp.auscert.org.au/attributes/rpz/download/null/1856

STTL 1w;@ SOA localhost. root.localhost (2017092500 2h 30m 30d 1h) NS localhost.; The following list

of IP addresses will timeout.32.64.82.112.185.rpz-ip CNAME rpz-drop.32.207.249.23.94.rpz-ip CNAME rpz-
drop.32.99.204.23.94.rpz-ip CNAME rpz-drop.

Timeout resolution attempts for IPs: 185.112.82.64, 94.23.249.207
and 94.23.204.99

e URL list (TXT ﬁ|6)2 https://misp.auscert.org.au/attributes/text/download/url/null/1856

http://94.23.204.99/pdf/govia_invoice.pdf
http://94.23.249.207/dm/D0c25092017.dm
http://94.23.249.207/pdf/Telstra_Bill.pdf

https://holmefarmproduce-
my.sharepoint.com/personal/sharon_holmefarmproduce _co_uk/ layouts/15/guestaccess.aspx?docid=0d97d8d992fa247dca674890a8c¢c
0042c3&authkey=ATe3zGWUcWMt-p4q8F8xBIlk
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MISP: Phishing Event

eistion Graph 2017-09-18 Malspam - Phishing - Apple - Your Purchased ... ﬁ:“‘

ent History Event ID 1826

Warning: Potential false positives

Uuid 59hi5ddb-a9c0-4d22-b9ef-5Th982660909
Org AusCERT Top 1000 website from
Owner org sCERT “ 4
Contributors
Email admin@admin.test
Tags circl:incident classification="phishing™ x Jlle00E TV n
Date 2017-09-18
Threat Level Medium
Analysis Completed
Publishing Distribution All communities

Info 2017-09-18& Malspam - Phishing - Apple - Your Purchased "Angry Birds Evolution, Training Pack” Has Been Processed by our sysiem.

Publish event to ZMQ Published Yes

Ci eporter #Attributes 9

Download as. Sighings 0O F
Activity

ivols = Galaxy = Altributes

- 1826: 2017-0._.

Galaxies

Add new cluster

+ B9 Filters m File Metwork Financial Proposal Correlation Warmings Include deleted attributes  Show context fields
Date Oorg Category Type Value Tags Comment Correlate Related Events Feed hits IDS Distribution Sightings Activity Actions
2017-09-18 Payload delivery email-subject Your Purchased "Angry Birds Evolution, Training Pack™ Has Been ' Yes Inherit oy F [ ﬁl G
Processed by our system {0/010)
2017-09-18 Payload delivery  email-src-display-name  Apple <sa91jyxkd@wc7inmixs pw3cufcem= . v Yes Inherit R A COlGO
{0/0/0)
2017-09-18 Payload delivery  email-src sa91jyxkd@wc7ihmfx8.pw3cufcem v Yes Inherit R F *CHl %GO
{0/0/0)
2017-09-18 Payload delivery  email-body Dear Client [+ ] v No Inherit G F il G
{0/0/0)

Your Order ID MN5SQJ8YDS has been Processed by our system

Your Order Details:

* Date And Time : 17 September 2017, 01:55:56 PM
* Order ID - MN5SQJIYDS




MISP: Phishing Event — part 2

Admin B

* Operaiting System : i0S 10.3.3
tion Graph * Apple |D - name@domain
v Event History
To see all of your transactions details, please download and read the
attached message (pdf).

Add Atiribute

Add Al

hment

Populate from...

Phishing URL

e Publishing Thank's
Publish event to
eporter
Download as..
Apple Store
2017-09-18 Payload delivery email-attachment Angry Birds Evolution, Training Pack.pdi o Yes Inherit ® ﬁ\ [l )
2017-09-18 Payload delivery  url https L colUMBr<ACLAZ A HREF 1o "Review your subscription” link | Yes Inherit ¥l *scd
2017-09-18 Payload delivery url hitps://cancellation.payment.apple.com.att.securinformation. me/%231&p: Apple phishing URL, redirected from "Review your >l Yes Inherit *#®E ﬁﬁ\ *SC O
e=signin/secur ostumer-app/restore/apple- subscription” twitter link
stroe/MN5SQJIYD/Login.php?
sslchannel=true&sessionid=DdIMGIN4ACKRGixOETpcOugacWNELRiex
W2CBEmMmE2CFcRojgtsKUXQEBBYtAN1APDHU04C3Gigyy
2017-09-18 Support Tool attachment ‘ . Screenshot of PDF containing phishing link o No Inherit 51 F ®E i \ &
(0/010)
.
2017-09-18 Support Teol attachment . Apple phishing page screenshot | No Inherit iy F ozl & i
(0/0/0)

Screenshot attachments. Potentially useful for end-
user education.

Quote Event Thread Linl




Phishing Event — part 3

E

Report a Problem

.MNESQJOYDS

This email confirms your receipt purchase:

Type

App

Purchased From
Date of Purchase
Price
Tax

Total

Angry Birds Evolution, Training Pack!

In-App Purchase

Anary Birds Evolution, Training Pack!
iPhone

17 September 2017

$99.98

$1.07

$101.05

Your Receipt $101.05 has been Processed by our system. unless you cancel Now.

To learn more or cancel, review your subscri ptic-n=

Regards,
The App Store team

Apple Support,

Clcik here ! to Cancellation Payment

Apple ID Summary | Terms of Sale | Privacy Policy

@

OF QUEENSLAND

AUSTRALIA

All rights reserved

2017-

Apple ID

Your account for everything Apple.

gle Apple 1D and pe ves you ac

out Apple ID

s Q00000

Phishing Link in PDF document attached with phishing mail.
https.//cancellation.payment.apple.com.att.securinformation.me/%23!&page
signin/secured/costumer-app/restore/apple-stroe/MN55QJ9YD/Login.php

>

=




Questions?

AusCERT: membership@auscert.org.au
Phone: 1800 648 458
James Culverhouse | AusCERT General Manager
Mike Holm | Operations Manager
Web: https://www.auscert.org.au | Twitter: https://twitter.com/AusCERT
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