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About AusCERT

• AusCERT is an operational cyber emergency response team based at 
the University of Queensland

• Helping organisations prevent, detect, respond to and mitigate cyber 
and Internet based attacks since 1993 

• Independent and impartial
• Self-funded and not-for-profit
• National focus across government, education, research and industry

Presenter
Presentation Notes
Tell story of AusCERT’s origin (NASA launch abort)



ISAC: Information Sharing & 
Analytics Centre

Share today, Save tomorrow 
© Nick Soysa, AusCERT Senior Information Security Analyst



Presenter
Presentation Notes
When I hear some of these phrases like “cyber security” all I can conjure up is images of computer screens showing lines of meaningless code, ones and zeros and humans behind silly masks…



Presenter
Presentation Notes
And just for the record, the only correct use of the word cyber is when referring to the Cybermen…. But I do acknowledge the term is now mainstream and cyber security means what I call “Information Security”.



What we’re all doing (hopefully):

• Your own security framework, for your environment
• Participate in your cybersecurity community of 

practice (eg QUDIT)
• QUDIT 10 ten initiatives
• …because you can’t go it alone!

Presenter
Presentation Notes
So “Offensive cyber security”. Governments do this:



Why an ISAC?

• Most organisations engage in threat intelligence sharing in an 
informal and unstructured manner

• Sharing channels: mail notifications, chat, phone, social media
• Sharing delay
• Persistent record of information (! Chat)
• Difficulty interpreting and actioning threat indicators  



ISAC Functions
• Information Sharing and Analytics Centre
• Curation of data
• Support industry standard data formats (e.g. STIX, …)



Sharing modes

• Human consumption

• Context important; bit more effort 
populating events

• Ability to visualise relationships

• Ability to interpret indicators, 
detect and report false positives 

• Machine consumption

• Context not important

• Export in widely supported 
automation standards important

• Careful curation absolutely 
important (~0 false positives)

• Testing important



Introduction to MISP

• Free and Open Source threat intel sharing platform
• Developed and maintained by CERT Luxembourg
• Used by world recognised agencies: NSA, ….
• Ongoing integration with multiple security vendors and tools SIEMs, 

IDS, Mail filters, etc



MISP: Welcome Page



MISP: Home page
Relevant Galaxy Cluster Relevant tags. Useful for 

filtering events (e.g. brand 
tag)

Severity level. Also useful 
for filtering (e.g. High 
severity threats).



MISP: Event page – part 1

External analysis reports

Analysis article for Emotet
Spyware

An attribute entry in this event matches an 
entry in the Alexa Top 1000 warning list

Correlating Event ID



MISP: Event page – part 2

Sharepoint URLs triggering potential false positive alert

Contextual comments useful to differentiate indicators 
of a similar type (e.g. URLs) for human interpretation. 



MISP: Event page – part 3



MISP: Correlation of events

Common payload 
delivery and C&C 
IPs

Common second-
stage payload file 
name and SHA256

Common second-
stage payload 
delivery URLs

Common analysis 
report links (for 
Doc25092017.dm)



MISP: Downloading Indicators manually



Manually downloaded indicators: Snort rules for event 1856



Manually downloaded indicators: RPZ for event 1856 



Manually downloaded indicators: STIX JSON for event 1856



Automatically retrieving indicators via the API

• Snort (NIDS) rule: https://misp.auscert.org.au/events/nids/snort/download/1856

• Snort (NIDS) rule

alert tcp $EXTERNAL_NET any -> $SMTP_SERVERS 25 (msg: "MISP e1856 [] Bad Email Subject"; 
flow:established,to_server; content:"Subject|3a|"; nocase; content:"Download your go via tax invoice statement 
now"; fast_pattern; nocase; content:"|0D 0A 0D 0A|"; within:8192; tag:session,600,seconds; classtype:trojan-activity; 
sid:5669741; rev:1; priority:1; reference:url,https://misp.auscert.org.au/events/view/1856;)

alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg: "MISP e1856 [] Outgoing HTTP URL: 
http|3a|//94.23.249.207/dm/Doc25092017.dm"; flow:to_server,established; 
content:"http|3a|//94.23.249.207/dm/Doc25092017.dm"; nocase; http_uri; tag:session,600,seconds; classtype:trojan-
activity; sid:5669851; rev:1; priority:1; reference:url,https://misp.auscert.org.au/events/view/1856;)

Alert on inbound traffic to SMTP servers on standard SMTP 
port bearing mail subject: “ Download your go via tax invoice 

statement now”

Alert on outbound traffic to this url: 
http://94.23.249.207/dm/Doc25092017.dm  



Automatically retrieving indicators via the API

• Snort (NIDS) rule: https://misp.auscert.org.au/events/nids/snort/download/1856

• Suricata (NIDS) rule: https://misp.auscert.org.au/events/nids/suricata/download/1856

alert ip $HOME_NET any -> 185.112.82.64 any (msg: "MISP e1856 [] Outgoing To IP: 185.112.82.64";   classtype:trojan-
activity; sid:5669921; rev:1; priority:1; reference:url,https://misp.auscert.org.au/events/view/1856;)

alert tls $EXTERNAL_NET 443 -> $HOME_NET any (msg: "MISP e1856 [] Outgoing URL: https|3a|//moriartylawltd-
my.sharepoint.com/personal/kamal_alam_moriartylaw_co_uk/_layouts/15/guestaccess.aspx?docid=0e82c6b3c80dc4
3c6b4cc3bea87bfba95&authkey=ARzLqe0rjb_tMKCtL5Aea9s"; tls_cert_subject; content:"moriartylawltd-
my.sharepoint.com"; nocase; pcre:"/moriartylawltd-my.sharepoint.com$/"; tag:session,600,seconds; classtype:trojan-
activity; sid:5669841; rev:1; priority:1; reference:url,https://misp.auscert.org.au/events/view/1856;) 

Alert on outbound traffic on any port to IP: “ 185.112.82.64”. 
Contacted by Emotet Spyware.

Alert on inbound traffic on port 443 for second-stage payload 
delivery URL   



Automatically retrieving indicators via the API

• RPZ file – DNS firewalls: https://misp.auscert.org.au/attributes/rpz/download/null/1856

• URL list (TXT file): https://misp.auscert.org.au/attributes/text/download/url/null/1856

$TTL 1w;@               SOA localhost. root.localhost (2017092500 2h 30m 30d 1h)                NS localhost.; The following list 
of IP addresses will timeout.32.64.82.112.185.rpz-ip CNAME rpz-drop.32.207.249.23.94.rpz-ip CNAME rpz-
drop.32.99.204.23.94.rpz-ip CNAME rpz-drop.

Timeout resolution attempts for IPs: 185.112.82.64, 94.23.249.207 
and 94.23.204.99  

http://94.23.204.99/pdf/govia_invoice.pdf
http://94.23.249.207/dm/Doc25092017.dm
http://94.23.249.207/pdf/Telstra_Bill.pdf
https://holmefarmproduce-
my.sharepoint.com/personal/sharon_holmefarmproduce_co_uk/_layouts/15/guestaccess.aspx?docid=0d97d8d992fa247dca674890a8c
0042c3&authkey=ATe3zGWUcWMt-p4q8F8xBIk



MISP: Phishing Event



MISP: Phishing Event – part 2

Phishing URL

Screenshot attachments. Potentially useful for end-
user education.



Phishing Event – part 3

Phishing Link in PDF document attached with phishing mail. 
https://cancellation.payment.apple.com.att.securinformation.me/%23!&page=
signin/secured/costumer-app/restore/apple-stroe/MN5SQJ9YD/Login.php



Questions?
AusCERT: membership@auscert.org.au

Phone: 1800 648 458

James Culverhouse | AusCERT General Manager

Mike Holm | Operations Manager

Web: https://www.auscert.org.au | Twitter: https://twitter.com/AusCERT
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