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7~ CSIRO - POSITIVE IMPACT

D ATA ® 5300 staff
@ Over 2000 hold doctorates
E-I @ $1.2 billion annual operating budget
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IMPORTANT DISCLAIMER / \ \ / /

CSIRO advises that the information contained in this publication comprises general I I I
statements based on scientific research. The reader is advised and needs to be aware that / /

such information may be incomplete or unable to be used in any specific situation.

No reliance or actions must therefore be made on that information without seeking prior I I
expert professional, scientific and technical advice. To the extent permitted by law, CSIRO
(including its employees and consultants) excludes all liability to any person for any
consequences, including but not limited to all losses, damages, costs, expenses and any other
compensation, arising directly or indirectly from using this publication (in part or in whole)
and any information or material contained in it.
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Our recent reports i @

RISKS AND
DISTRIBUTED OPPORTUNITIES FOR
LEDGERS SYSTEMS USING

BLOCKCHAIN AND

SMART CONTRACTS
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Overview ™ 6

Two concurrent projects, for 9 months, from mid-2016
— Funded via NISA, with help of Treasury (Australian Government)

1. DLT Foresight 2. Blockchain PoC Study
— What might plausibly happen, — What are technical risks &
across society & economy? opportunities for use cases?

Rob Hanson
& team

Mark Staples
& team
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Gartner’s Hype Cycle |E1ATA D
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or Emerging Technologies, 2016
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Spreadsheet Metaphor IE””%
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“blockchain is the start of the
fourth information revolution”

Quote: Head of the Bank of England 2016
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Follow the money... %™ | D
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All that glitters... Gl

Average USD market price across major biteoin exchanges

Source: blockchain.info
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* Registers

* Licencing

* Workflow

* Procurement

e Accountability

* Joined up government
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Data Volumes ™ 6

And we’d need
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ez Question: The area of lilly pad doubles every day. It
takes 19 days for the pond to be half-covered. On what
: day is the pond completely covered?




Frog S
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OECD Digital Economy
Outlook 2015

Internet of Trust »
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Trust is contextual || Dy
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Drawbacks
Blockchain “bloat”

Blockchain Size

The tatal size of all block headers and transactions. Mot including database indexes

Source: blockehain.info
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Drawbacks @m
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Drawbacks | DaTA | %
Toxic Data N
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Blockchains are Not Stand-Alone Systems IE{*TA/I D
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Key points for government and business %™ 1 @

Cross The technology is one
Domain part of a larger

EXpertise ecosystem.

The challenge is to
create data provenance
in a world swimming in

data and devices.

Blockchains present
opportunities and risks
which are novel in
information systems.

30 | Data6l: QUESTnet lite September 2017
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Q&A R
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www.data61.csiro.au/Blockchain .
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BLOCK TO THE FUTURE

27-28 OCTOBER 2017 | BRISBANE

A TWO-DAY GATHERING THAT EXPLORES THE FUTURE BUSINESS IMPACT OF
BLOCKCHAIN TECHNOLOGY.

(/g Griffith REGISTER AT WWW.APF.ORG

LUMIVERSITY
Up te 11 CPE / CPD points available Law Futures Centre
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Hack attack causes 'massive damage' at
steel works

®© 22 December 2014  Technology f - J ® [ <« Share

Source: BBC

The hack attack led to failures in plant equipment and forced the fast shut down of a furnace

A blast furnace at a German steel mill suffered "massive damage" following a
cyber attack on the plant's network, says a report.
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Medical Devices L (Y,

Black Hat hacker details lethal wireless
attack on insulin pumps

By Sebastian Anthony on August 5, 2011at7:00 am 31 Comments Thousands of pacemakers and defibrillators 'at risk of
~ hacking'
el flwlcls]y ’
a JuaMedew & f o W

shares
Pacemakers are far more vulnerable to
hacking than we thought

A team of researchers find 8,000 bugs in pacemaker codes.

Mariella Moon, @mariella_moon 14 1193
05.29.17 in Security Comments Shares
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HACKERS REMOTELY RILL A
JEEP ON THE HIGHWAY—WITH
MEINIT

THE JEEP HACKERS ARE BACK
T0 PROVE CAR HACKING CAY
GET MUCH WORSE




