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To: QUDIT Chair
Subject: MS Teams for QUDIT CoPs
From: Service and Project Manager

Purpose of Pilot
The purpose of the MS Teams pilot is to test the configuration of a more efficient Teams integration between member organisations, primarily within the QUDIT Community of Practice forums. The goal is to set up Teams according to a standard, enabling members to benefit from an interactive collaboration space across different tenants, stay connected and engage in virtual dialogue. This will establish a consistent experience and functionality across QUDIT institutions.
Background
The project group investigated the most effective approach to achieve the pilot objective. Initially, concerns were raised about MS Teams’ shortcomings, operational risks and customised configurations at universities. The group recommended starting with basics and gathering feedback from each institution on their MS Teams setup. A checklist with minimum requirements for configuring a MS Teams environment was established and distributed to member organisations. Refer to section 3.5 Attachments for more information.
In early 2024, Microsoft released its latest version of MS Teams, resolving many of the initial issues raised by members. By the end of April, all participating institutions had transitioned to this version, and several new versions have been released since then.
Member universities completed the minimum requirements checklist and differences in the setup across universities were noted, but no concerns were raised regarding these variations. Collaboration use case examples were identified for consideration. Refer to section 3.5 Attachments for more information on the use cases. 
MS Teams is becoming an increasingly important corporate tool for some universities, and there are concerns about granting greater permission to external users. The group therefore recommended seeking feedback from the QUDIT Cybersecurity CoP regarding cybersecurity risks and the willingness of institutions to configure MS teams for cross-institutional collaboration. 
However, obtaining feedback from cybersecurity groups has been challenging. Only a few responses have been received up to date, possibly due to the complexity and variations of configurations needed for open collaboration. It is believed that institutions may want to consult with their cybersecurity providers before providing a general statement regarding Teams and that the request is not a high priority at this stage.
All groups confirmed that their university are running mostly with the standard MS teams configurations as released by Microsoft. It was also noted that “standard” configurations change with the release of newer versions and could impact operations and collaboration.
Current Status
MS Teams configuration for collaboration:
From anecdotal feedback received, it seems like a blanket approach for configuring MS Teams for open collaboration is unlikely to be approved due to security risks. Each collaboration requirement is unique, and institutions agreed that each use case should be considered on its own merits. It was noted though, that some institutions are already sharing channels and collaborating across MS teams for specific use cases. 
The Project Manager is still seeking feedback from the QUDIT Cyber Security CoP on the questions. Refer to section 3.5 Attachments for more information on the questionnaire. 
QUDIT collaboration space:
We are in the process of configuring the QUDIT MS Teams channels, hosted by SCU, for better visibility and collaboration. Tag groups have been setup for each of the QUDIT CoP MS Teams channels. Cross-tenant testing is currently underway to ensure it is working correctly for QUDIT CoP members. Each member should set up notifications in their MS Teams channel, which should be activated as part of the standard setup.
The purpose of a Microsoft Teams Tag is to help you quickly reach a specific group of people within a team. Tags allow you to categorise team members based on attributes such as role, project, skill, training, or location. Members of the channel will receive a Windows pop-up and a notification in the activities feed when a tag they are in is mentioned.  A tag name has been configured for each CoP group, and when you “@tag name” that group in a Teams channel, they will receive a notification.
CoP TAG names:
· Digital Workspace
· ICT Security & IdM
· Network – TAC
· Infrastructure Ops & DC
· Service Management
· ICT Staff Development CoP

Reason for setting up TAG groups:
Changes to the MS Teams product over the years has caused some issues with how the QUDIT Teams have been set up. For example, all the QUDIT CoP channels have been configured under one QUDIT CoP team, and the channels were set up as open channels, not private. If you have a private channel, you can notify everyone in the channel about a post by @ “channel name”. With open channels, this can’t be done, so we had to create tags for each channel.

QUDIT Board Team:
The QUDIT Board has its own MS Teams space with the default “General” channel configured. All collaboration and activities take place in the “General” channel.  For board-level collaboration, members can use the @ “qudit board team name” tag to notify everyone. Each member should set up notifications in their MS Teams, which should be part of the standard setup. If a notification needs to be sent to all the board members, you can use the @QUDIT Board Members tag, and everyone in the channel will receive a notification.

Next Steps
Once feedback has been received from the CyberSecurity CoP on the questionnaire, a final meeting will be held with the MS Teams Pilot group. During this meeting we will review the responses in detail and discuss any concerns or suggestions raised. The goal will be to agree on a set of collaboration settings that address security considerations while facilitation the effective CoP collaboration. Final configurations for notifications will be reviewed.
Attachments
Links to supporting documentation is available below:
· MS Teams Basic Setup v1.xlsx.
· MS Teams Security Enquiries.xlsx
· MS Teams Use Case Example.docx
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